TIS Firewall Toolkit

Configuration and Administration

About this Documentation

The TIS firewall toolkit is not asingle,integrated package — rather, it is a set of
tools for building a variety of types of firewalls. As such, it is designed ft@Xble in use
and installation, which makes difficult to document in a cookbooknanner. This
documentation describes in general tetros/ thefirewall toolkit componentsnight be
installed on a typical system. Specifics ldw the toolkit componentfunction are
documented in their respective manual pages. This documenfrhinistrative overview,
is intended for users who are interestethstalling the software, and is written with the
assumption that the readerfaniliar with UNIX systems management. Generalities of
UNIX systems administration andCP/IP networking are outside of the scopetho$
documentation, and are a prerequisitausing this toolk. Sincethe firewall being built
can take several forms (st Overview and can use several different types of platforms,
certain basioperations Wl be referred to in a very general mannEar example, if the
firewall is being built with aouter toprovide packet screening, attempt vill be made
to describe how to configure the router other than, “Set up the router's screening.”

An important aspect of setting upfieewall is assurance; knowing easkep has
been performed correctly provides a salidsis beforeproceeding to the next step.
Wherever appropriate, weillvoffer suggestions fowerifying the correctness of the
firewall as it is being assembled.

Initial Configuration of the Network

Sincethe firewall software isall host-based, we cabegin by assuming that the
network is set upollowing whateverpolicy has beemlected to prevent unwanteehffic
between theprotectedand untrusted networklhis can bedone eithewia a screening
router orimplicitly by using a dual-homed gateway. Oftemattworkservice is provided
by a network carrietthey will be willing to configure security in theouterwhenthe link
is set upEven if using a dual-homed gatew#yere is no reasomot to takeadvantage of
the router, to further pre-screen traffic, if it is capable of doing so.
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A word of warning: during this brief timehe firewall bastionhostmay beexposed
to attack,before its security has been configured. lvaath thefew minutes required to
temporarily edit inetd.conf to disable incomingtworkservices, and to use the console
while performing the initial set-up.

At this point, we carpostulate thatraffic betweenthe untrusted network and the
protected networls, in fact, blocked according to whateyslicy has beeselected. For
the sake of argumente'll assume thall traffic is to be blocked in either directiohhis
hypothesis should bempirically tested before proceeding. If desired, there is a program
within the tools/admin/netscan directory of the toolkit distributiwhich will attempt to
connect toall the hosts on &pecifiedsubnet. This can based to attempt to probe
through thefirewall in either direction, to make sure tligdffic is indeed blocked.ifce
blocking traffic isthe linchpin of the firewall's security, donot proceedintil confidentthat
it's performing properly.

Initial Configuration of the Bastion Host

One of thebasic principles of building a firewall is &hut downall unknown and
unnecessary services. Shuttilgwn unnecessary services ome bastionhost requires
some system-specific knowledge. Generally, this step entalils:

» Editing /etc/inetd.conf

* Editing system startup scripts (/etc/rc, and /etc/rc.local, etc.)

» Editing the operating system configuration to disable undesirable kernel-based
network services, such as NFS, and rebuilding the kernel

This process should continuentil the system iseduced to aminimum of services
that the administrator milling to trust —which should be @&hort list. Performing this
configuration should be done concurrently watiecking to see at servicesreactually
running. Fortunately, mosiNIX systems providgood toolsfor testing, such as ps and
netstat. On a firewall in a reduced configuration, the system should look pretty quiet:

% ps -aux

USER PID %CPU %MEM SZ RSS TT STAT START TIME COMMAND
mjr 3839 30.8 4.1 168 472p0R 14:27 0:00 ps -aux

root 10003 56 40? S Aug 27 0:14 /sbin/init -

root 66 0.0 0.1 24 16? S Aug 27 37:55 update

root 20000 0 0? D Aug?27 0:01 pagedaemon

root 00000 O 0? D Aug?27 0:14 swapper

root 25081 0.0 0.0 56 0colW Sep 1 0:00 - std.9600 console (gett
root 71 0.0 0.0 56 07? IW Aug 27 0:59 inetd

root 3812 0.0 0.6 64 647? S 14:24 0:00 /usr/etc/in.telnetd

root 14410 0.0 0.8 64 96? S Aug 30 1:02 syslogd

root 69 0.0 0.0 88 07? IW Aug 27 1:00 cron

mjr 3813 0.0 1.5 64 168p0S 14:24 0:00 -csh (csh)

%

There are a barminimum of processes running, and a bam@imum of network
services available:
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% netstat -a
Active Internet connections (including servers)

Proto Recv-Q Send-Q Local Address Foreign Address (state)
tcp 0 0 *.chargen *x LISTEN
tcp 0 0 *.daytime * LISTEN
tcp 0 0 *.discard * ¥ LISTEN
tcp 0 0 *.echo ** LISTEN
tcp 0 0 *time * LISTEN
tcp 0 O *smtp *x LISTEN
tcp 0 0 *finger ** LISTEN
tcp 0 0 *telnet ** LISTEN
tcp 0 O *ftp ** LISTEN
udp 0 0 *.syslog **

udp 0 0 *.chargen **

udp 0 0 *.daytime *

udp 0 0 *.discard *

udp 0 0 *.echo **

udp 0 0 *time **

udp 0 0 *1030 **

Active UNIX domain sockets

Address Type Recv-Q Send-Q Vnode Conn Refs Nextref Addr
f70930c dgram 0 O 0 0 0 0

f70808c dgram 0 0O fOcbc48 0 0 0 /dev/log

%

Most of the servers configured are configured with some form of additional security,
which will be described later. A generpurpose tool for probing for TCP-basservices
is included withtoolkit in tools/admin/portscanwyhich can baused to probe aystem to
see what TCP services it is providing.

Installing the Toolkit Components

The toolkit software contains instructions andkefilesfor compiling andinstalling
the components (see the “READMHife in the top-level directory). By default, the
toolkit components W all install in /usr/local/etc, where they ilwvnot be overwritten
during operating systempgrades or patcimstallation. Certain othe extra components,
such as thesnhanced syslogd daemon, would replace stansi@tém binaries. It is
recommended that modified systdilas berenamed and replaced witrsgmbolic link, if
appropriate.

All the toolkit components that require configuratioformation share a common
configuration file (by default /usr/local/etc/netperm-tablepstiof the toolkitomponents
are invokedvia inetd. For moredetailed information on installinggach component
individually, see themanualpage for that component. gample/etc/inetd.confiile might
resemble:
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#

ftp stream tcp nowait root /usr/localletc/netacl in.ftpd
ftp-gw stream tcp nowait root /usr/local/etc/ftp-gw ftp-gw
telnet-a stream tcp nowait root /usr/local/etc/netacl in.telnetd
telnet stream tcp nowait root /usr/localletc/tn-gw tn-gw
login stream tcp nowait root /usr/local/etc/rlogin-gw rlogin-gw
finger stream tcp nowait nobody /usr/local/etc/netacl in.fingerd
smtp stream tcp nowait root /usr/local/etc/smap smap

# Time service is used for clock syncronization by folks to lazy to use NTP
time stream tcp nowait root internal

time dgram udp wait root internal

echo stream tcp nowait root internal

echo dgram udp wait root internal

discard stream tcp nowait root internal

discard dgram udp wait root internal

daytime stream tcp nowait root internal

daytime dgram udp wait root internal

chargen stream tcp nowait root internal

chargen dgram udp wait root internal

The netacl program is a “TCP wrapper” program that provides access control for
TCP basedervices. It isimilar to otherpublishedTCP wrappersuch as log_tcp, but is
included withthe toolkit because it is aiinimal implementation(therefore easier to
understand and trust) and uses the same configuration file as the other tools in the toolkit.

Whensetting up the toolkit tools, ‘docked room” directory should beonfigured
on the system. This directory is wher®ols that perform achroot(2) wll isolate
themselves. The lockedom directoryshouldnot be thesame directory as is used for
anonymousFTP, if thatservice is provided. Depending dhe library support on the
system, and nameesolution sipport, it ispossible thathe locked room directorwill
require a /etc directory with a resolv.cdié or similar supportfiles. Do not,under any
circumstances, instatlopies of the passwoifde, executable images, or device nodes in
the locked room directory.

Generally,the first step is toconfigure netacl to permit internal systetimited
access to thérewall, if desiredfor administrativepurposesDepending on whether the
TELNET gateway tn-gw is employed, administrative access toréweall may fave to be
on a differentport than the standard TELNEport (23). This is because¢he telnet
program oftendisablesoptions processing when connectingaay port otherthan the
standardport — sothe proxyservice must run othe TELNET port, and the actual
service on a differenport (in the example inetd.confile above, theservice is named
telnet-a)  Verify that netacl is performing properly by configuring somspecific
permit/deny rules for individual hosts, and then attempt to access services from them.

Once netacl is configured, thEELNET and FTP gatewaysan be configured.
When configuringthe TELNET gateway, simplynstall it asthe service executable in
inetd.conf and write someermissions rules describinghat systems can employ it.
Optionally, help and banndites can be defined, whichre presented to the usehen
requestedConfiguringthe FTP proxy isimilar inpractice. If the bastiohost iscurrently
supporting FTP service, the FTP praxyay beconfigured to run on anothserviceport.
Many client implementations dtp are capable of using a non-standard seroet,
unlike telnet. Banner, help, and service-denied message files may be tailored to suit.
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The rlogin proxy is optional, and, to beed, must bestalled onthe bastion host's
rlogin serviceport (port 512).Rlogin's protocol requiresbinding a “privileged”port, an
operation that requiresystem permissionander UNIX. Administratorswishing strict
security should set the proxylgectoryoption to ensure it runs under chroot.

The smap and smapgndmailwrapper processesay beinstalled, usinghe locked
room directory for spooling, ousing a different directory elsewhere tme system.
Smap/smapd do not replace sendmail, sallistll be necessary to configusendmail for
the firewall, which is outside of the scope of this documentation.

Establishing a Permissions Set

When configuring proxyservers and network access control programs, it is
important to establish a permissicet thataccurately reflects the securityodel that is
desired. Agoodplace tostart is byconfiguringthe firewall so that anyone othe “inside”
can use the proxidseely, whilenobody on the “outside” can uigem at all.Settingthis
up in thefirewall configurationfile is quite straightforward, as it was designed to most
easily support the basic case. A sample configuration for the FTP proxy is:

# Example ftp gateway rules:
#

ftp-gw: denial-msg  /ust/local/etc/ftp-deny.txt

ftp-gw: welcome-msg  /usr/local/etc/ftp-welcome.txt
ftp-gw: help-msg lusr/local/etc/ftp-help.txt
ftp-gw: permit-hosts 192.33.112.* -log { retr stor }
ftp-gw: timeout 3600

In this examplehosts on network 192.33.112 are permitted to use the proxge S
no other hosts arksted, all otheraccess is disabled. If frostfrom a differentnetwork
attempts to use the proxthey will be displayedthe contents of thédenial-msg in this
example/usr/local/etc/ftp-deny.txt, and disconnected. Later, if pnetected network
grows andadditional subnetare addedthey can be either added tioe single“permit-
hosts” line, or a second line can be added:

ftp-gw: permit-hosts 192.33.112.* 16.67.32.* -log { retr stor }
or:

ftp-gw: permit-hosts 192.33.112.* -log { retr stor }

ftp-gw: permit-hosts 16.67.32.* -log { retr stor }

For a moredetailed description of theyntax ofthe netperm-tabléle, refer to the
manualpage that isncluded withthe toolkit software. Theyntax ofthe permissiorfile is
documented in the netperm-table manual page. Each firgewwalall componenmay have
component-specific options affidgs that it can be configuresith. Component-specific
options and rules are described in the componar@fsualpage. In theexample above,
specialoptions to the FTP proxy are providedsjgecify that loggindor theretr andstor
FTP options should be enabled.

Trusted Information Systems, Inc. 5



Anonymous FTP

AnonymousFTP serverdiave been available dodNIX systemdor over 10years.
Security holes in anonymouBTP still crop up occasionally, either because new
functionality is added and bugs are introduced, or because syatemssconfigured. One
approach to securing anonymdtiBP is to use netacl agr@eans of ensuring thétte FTP
server process is chrootéeforeit is invoked. In such a configuration, it is extremely
difficult for a security hole in the FTP server to compromise the system outside of the FTP
area. Anexample configuration is using netacl to performnot perform thechroot
depending orthe origin of the connection. Suppose tpeotected network is network
192.5.12 netacl may be configured as followed:

netacl-in.ftpd hosts 192.5.12.* -exec /usr/etc/in.ftpd
netacl-in.ftpd hosts unknown  -exec /bin/cat /usr/local/etc/noftp.txt
netacl-in.ftpd hosts * -chroot /var/ftpdir -exec /bin/ftpd

In this example, users connectingttee FTPservice fromthe protected network
have normaFTP capabilitiesUsers connecting from systems tha¢ not in the DNS are
presented a messagdgorming them that theyre notpermitted to use FTRAIl other
systems connecting thie FTPservice vill be using a version that has begre-chrooted
to the FTHfile area.This has several advantages in addition to security. Firstly, when ftpd
checks for user authentication, itllwead the /etc/passwile from the FTP area,
permitting administrators to givaeut "acounts” for the FTP areigselfl. It is possible in
this manner to have dfl'P area that imaintained byusers whdave noaccounts on the
bastionhost, while gaining excellenawudit trail and authentication. It also permits the
administrator to use the more feature-riotplementations oftpd, which may contain
security bugs. Afteall, if a program iswidely used for over 1§ears and consistently
causes security problems, it is a leap of faith to assumeathatgiven version is
trustworthy.

Supporting both FTP and the FTP proxy on one host

The FTP proxymay beinvoked either by running it on a dedicatpedrt or by
running it from within a modified FTP daemon. If the FTP proxy is run on thesemice
port, then the host providing the FTP service cannotaasas an FTP server. In order to
resolve this conflictthe toolkitincludes a version dhe FTP daemothat “understands”
the existence othe proxy andnvokes it when it recognizes an addresshiaform of
user@host The source code to thmodified FTP daemon aréncluded inthe toolkit
directory tools/server/ftpd and must benpiled withthe optionPROXY_PASSTHROUGH
defined inthe Makefile. Thisoption should bedefined asthe pathname of thproxy
executable. If usinghe modified FTP daemon in conjunction with the chroot-before-
invocation approach described above, the pathname for the proxy server should be relative
to the FTP directory area (epin/ftp-gw) rather than theoot filesystem. When using

1 care should be taken to prevent guessable passwords in the FTP area's passwd file, to modify ftpd to
check the inode on the password file and prevent retrieval of it, or to use a version of ftpd that uses the
authentication server.
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chrooted ftpd, aluplicate copy of the ftp-gw and ftgecific rules from netperm-table
must be installed in the FTP area (e.g., in ~ftp/usr/local/etc/netperm-table).

Telnet and Rlogin

Generally, access tthe bastionhost should be restrictednly to administrative
logins. Inorder to run thegroxies, normal telnet and rlogin service tbe bastion cannot
be provided on the standaserviceports. There are threapproaches tsolving this
problem:

« Run the telnet andogin proxies onthe standarderviceports, with telnet and
rlogin servers on an alternate port, and protect access to them with netacl.

« Permit login only via the console.

 Use netacl to “switch” services depending on the origin, so that users who connect
to “localhost” via the proxy get the real telnet service.

The latter solution is very convenient but permits anyone who is permitted to use the
proxy to attempt tologin to the bastionhost. If the bastion host employs strong
authentication Highly recommended) to control user access, the ris&ttaick via this
route isminimized. Toconfigure thesystem in this manner, first mediati access to the
login services with netacl, and have it invoke either the standard server or the proxy server
depending on origin:

# myaddress below should be the bastion host's IP address

netacl-in.telnetd: permit-hosts 127.0.0.1 -exec /usr/etc/in.telnetd
netacl-in.telnetd: permit-hosts myaddress -exec /usr/etc/in.telnetd
netacl-in.telnetd: permit-hosts * -exec /usr/local/etc/tn-gw

netacl-in.rlogind: permit-hosts 127.0.0.1 -exec /usr/etc/in.rlogind

netacl-in.rlogind: permit-hosts myaddress -exec /usr/etc/in.rlogind
netacl-in.rlogind: permit-hosts * -exec /usr/local/etc/rlogin-gw

Administratorswishing loginaccess to the bastidrost mustfirst connect to the
proxy and then command it toonnect them tahe bastionhost. This works nicely
because some versionstbé telnet andlogin clients vill not workproperly if connecting
to a non-standard service port.

Authentication and the Authentication Server

The toolkitincludes an optional authenticatisarver, authsrwyhich is designed to
support mitiple authenticatiormechanisms in a mechanism-independent manner. Authsrv
maintains an internal user database with a record for eachnclseingthe authentication
mechanism to use for that user, the uggosip,long name, last successful authentication,
etc. Plaintext passwords fdocal useare supportedvithin the internal database, for
situations where an administrator wishesdoatrol access to tHeewall services by users
on the protected network in a simple ceffective mannerPlaintext passwords should
not be used for authentication by users on untrusted netwutissrv should be run on a
host that is as secure passible, generallthe bastiorhostitself. To ease management of
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authsrv, a networkeddministrative shellauthmgr, can be used to manipuldte authsrv
database remotely, with optional encryption to protect the communication.

Users in the authsrv database cardiveded into differentontrol groupsmanaged
by a groupadministrator. Viilen agroup administrator is created, that administrator has
complete control over thgroup, including the ability to add or delete users from the
group. This functionality ispresent tosimplify administration where a singfeewall is
being used by multiple organizations.

Authsrv containsupport for 5forms of authentication anitial release.These are:
internal plaintextpasswords, Bellcore'$/Key?, Security Dynamics' SecurlD, Enigma
Logics' SilverCard, andDigital Pathways'SNKO004 SecureNet Key. Whenauthsrv is
compiled,the administrator should edit the authenticapootocol bindings inauth.h to
reflect theforms of authentication in udecally. Asusers are created, the administrator
must specify the type of authenticatioprotocol thatshould be applied tdhe user.
Typically, amix of authentication systemsiliibe employed, based on considerations such
as cost, existing availability, and ease of use.

Support for authenticationvia authsrv is present imll the interactive proxies
included withthe toolkit, andmay beenabled by specifyingptions in the configuration
file. Authentication can be specified directionally.g.: “incoming must authenticate,
outgoing requires no authentication.” Authsrv uses @lsichallenge/respongarotocol
internally, which is intended to be easily integrated into other software.

To configure authsrnidentify afree TCP serviceport number andadd an entry to
inetd.conf to invoke authsrv each tirtieere is a connection request. Authsrhna a
daemon process that stays running, it is a program invokedpencequest, and due care
is paid to ensure that it locks its database to pregeruption. Adding authsrv to
inetd.conf may require creating a corresponding entry in /etc/services. Since authsrv
accepts no command line parameters, the inetd.conf and services entries might resemble:

In /etc/services:
authsrv  7777/tcp

In /etc/inetd.conf: \(Varning: Some versions of UNIX use different syntax)

authsrv stream tcp nowait root /usr/local/etc/authsrv authsrv

The serviceport closen should be used to configure ¢hent applications thawill
be using authentication. Configuring a client applicatiomge authsnentails making an
entry in theclient's configuration information, and configurirthe client to require
authentication for some service. Authentication need not be required for all operations of a
client, e.g.:

2 S/Key is available for FTP from thumper.bellcore.com, in pub/nmh/skey. The toolkit does not include
the complete S/key software.
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# Example ftp gateway rules:
#

ftp-gw: authserver  localhost 7777

ftp-gw: denial-msg  /usr/local/etc/ftp-deny.txt

ftp-gw: welcome-msg  /ust/local/etc/ftp-welcome.txt

ftp-gw: help-msg lusr/local/etc/ftp-help.txt

ftp-gw: permit-hosts 192.33.112.100

ftp-gw: permit-hosts 192.33.112.* -log { retr stor } -auth { stor }
ftp-gw: permit-hosts * -authall

ftp-gw: timeout 3600

In the exampleabove, authentication lseingused with the FTP proxy. Thiest
entry defineghe network address arsgrviceport number ofthe authentication server.
The permit-hostsentries show some of thkexibility of the authenticatiorsystem. One
hosthas been chosdfor some reason unknown to us) to require no authentication. If a
user connects to the FTP proftgm thathostthey will be able touseall of the proxy's
services freelyThe secondpermit-hostsrule requires authentication fail systems in
network 192.33.112 that wish to export files. This is implemented by the optional clause:

-auth { store }

Which specifies a list oF TP operations that ilvbe blocked untilthe user has
authenticatedsuccessfully tothe server. Wen auser authenticatesuccessfully, the
commandsare unlocked, and the fact that the user authenticateckssfully idogged.
The final exampl@ermit-hostgule specifies that angthersystemmay communicate with
the server, but in order to perfoany FTP operation, the user must authenticate first.

The authsrv server in turn must benfigured to recognizevhich clients itwill
permit to connect with itThis is to prevent unwanted attempts to probe the server by
hosts that are not running software that requires authentication. Typically, in a firewall, the
authsrv vill be run on the bastiohost,along with the proxies thaely onit. If no other
systems require accessttee authsrv, then bottlient applications anthe serveshould
use “localhost” as theommunications address. The authsrv configuration spesify
where it should maintain its database, and the clients it supports:

# Example authsrv rules:

authsrv: database  /var/adm/authsrv.db
authsrv: permit-hosts localhost
authsrv: permit-hosts 192.5.214.32 cipherkey

In the example above, the pathname of the database is specified, and two client hosts
are recognized. die that thedatabase should be ormpeotectedsystem, or it should be
protectedcarefully with file access permission®rotecting the database is of utmost
importancewhich is why it is recommended thidte database reside on the bashost.
The secondclient entry is an example of a client thaillwuse DES encrypted
communications while communicatimgth the authsrv. Theipher key is contained in the
configuration file, requiring that the configurationfile be protected from casual
observation. Generally, encryption neadt be usedThe purpose of thencryption
support is topermit an administrator to managlee authentication databasem a
personal workstation, rather thhaving tolog into the bastiommost. Theonly component
of thetraffic which needs to bprotected is if thedministrator is setting user's passwords
over thelocal network, or if the administrator imanaging adatabase over aide area
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network that may be tapped. Support for the encrygtioationality is optional, requiring
that twosource codenodules be replaced, and that a compatil#S encryptionlibrary
be provided.

Maintaining the database is performeing two tools: authload and authdump,
which respectivelyoad or dump the authentication database. Administratayswish to
put an invocation of authdump in crontabnake an ASCII backup copy tfe database
in case of corruption or accidental deletion. Authloadissful for bulk-loading user
entries, or for initializing or exchanging the database.

Authload operates on individual records, and duddruncate aexisting database.
Therefore, it can be used to bulk-load new entries in the database, or to share databases
between sites. Existingecords Wl be overwritten if newer versionsre loaded by
authload.This permits an administrativecord to be created if needdachnically,there
neednot be anadministrativerecord in the database for normal operations. If authsrv is
invoked by user-idzero at thecommand line, itreverts to aspecial privileged
administrativemode. In this mode, database-wideministrative operationsmay be
performed with privileges.

Authsrv has a veryflexible notion of groups andgroup management. The
administrator can assigmsers to groups, where a groopnsists of an arbitrarghort
string of text. Groupadministration privilegesnay be granted with the “groupwiz”
command. Once a user hgsoup administrative privilege, they cacreate or delete
recordswithin thatgroup,view records,enable and disablgser records, anchange their
passwords. Groupadministrators may not create new groups orchange group
membership, effectivelgompartmenting thgroup administrator's powers to operations
only within their own group. Groupmanagemenimay prove auseful capability for
organizations irwhich there areseveral subgroupgsingthe same firewall.Each group
can be separately administered in a way taainot interfere witlothers, outside of the
requirement that user id names remain unique.

Creating a user is performed with the “adduser” command:

adduser mjr 'Marcus J. Ranum'

When auser record idirst created, it igisabled, andhe userstill may not log in.
Before a usemaylog in, the administratomay wish toset a password on the record, and
may wish to change the user's group identity.

group users mjr
password "whumpus" mjr
proto SecurlD mjr

enable mjr

When auser record is created by a groagministrator, the user'group is
automatically inherited, as ihe authenticatiorprotocol to use. User recorasay be
displayed usinghe “display” command.The 1ist” commandmay beused todisplay a
summary listing othe entire database, or theoup administrator'ggroup, depending on
the permissions of the invoker.
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A Sample Authmgr Session:

%-> authmgr

Connected to server

authmgr->  login

Username: wizard

Challenge "200850": 182312

Logged in

authmgr->  disp wizard

Report for user wizard (Auth DBA)

Last authenticated: Fri Oct 8 17:11:07 1993

Authentication protocol: Snk

Flags: WIZARD

authmgr->  list

Report for users in database

user grou longname  flags proto last

wizard Auth DBA yW Snk  Fri Oct 8 17:02:56 1993
avolio users Fred Avolio y passw Fri Sep 24 10:52:14 1993
rnj users RobertN.Jessey passw Wed Sep 29 18:35:45 1993
mjr  users Marcus J. Ranumy none Fri Oct 8 17:02:10 1993
authmgr->  adduser dalva 'Dave Dalva'

ok - user added initially disabled

authmgr->  ena dalva

enabled

authmgr->  group dalva users
set group

authmgr->  proto dalva Skey
changed

authmgr->  disp dalva

Report for user dalva, group users (Dave Dalva)
Authentication protocol: Skey

Flags:none

authmgr->  password dalva

Password:  #######

Repeat Password: iderrisieses

ID dalva s/key is 999 sol32

authmgr->  quit

%->

In the examplepresented above, an administrator connects to the authsrv over a
networkusingthe authmgr interface. After authenticating as "wizard" (alegeduser),
the "wizard" userrecord is displayed, showingthe last authenticatiortime, and
authenticationprotocol. Note that the usewas presented aBigital Pathways SNK
prompt atlogin, as appropriate fahe authenticatioprotocol definedfor the "wizard"
user. Next, disting of the users in the database is retrieved. A new user is added, with the
adduser command, themabled and assigned t@eupand authenticatioprotocol. The
user's password is theset. Note thatvhen usingthe authmgr interface, passwords are
gathered without echoing them tiwe terminal. Whersetting passwords, it is best to use
authmgr rather than authsrv in administrator mode.
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Initializing an Authsrv Database

#
# authsrv

-administrator mode-

authsrv#  list

Report for users in database

user group longname  flags proto last

authsrv#  adduser admin ‘Auth DBA'

ok - user added initially disabled

authsrv#  ena admin

enabled

authsrv#  superwiz admin

set wizard

authsrv#  proto admin Snk

changed

authsrv#  pass '160 270 203 065 022 034 232 162' admin
Secret key changed

authsrv#  list

Report for users in database

user group longname flags proto last

admin Auth DBA yW Snk  never
authsrv#  quit
#

In the exampleabove, an empty databaseimialized with the administrator's
record. Theadministrator'srecord is enabled, granted administrative privileges, and
assigned an authenticatigorotocol. This exampleshows the authenticatioprotocol
selected as 'Snk’, the SecureMey from Digital Pathways. The passwowdlue that is
set is the shared secrety used bythe SNK, a 24digit DES key. Ensure that the
permissions on the database file are such that it is protected against casual perusal.

Users and Changing Passwords

While the use ofplaintext passwords is discouraged, some authenticatgiansy
have a form opasswordnformation that is settablper user (e.g.: SNKeys, SecurlD
PINs, and S/Key hash words). These values can be set by the administrator, but sometimes
must be set by users, as in the cas8/Kky hashwords. In order tgermit users to set
their own secrevalues,the telnet analogin proxies have a built-ipasswordcommand
that prompts the user for asername angbassword, then prompthem for a new
password. In order to prevent usdérem resetting their passwordscross untrusted
networks, the proxieBave a special configuratiamption ("-pwok") that can bepecified
to indicate that a giveset ofsystems igrustworthy enough that usemsay change their
passwords if connected from the@®enerally,these systems shoutdl be onthe internal
network.

The authentication managemistintended to address tipeoblem of authentication
on an untrusted LANIis purpose is t@rovide an easy interfader strong authentication
for firewalls and basicnetwork services. Thecapability of authenticatingisers with
plaintext passwords imcludedfor convenience and audiapability, and shouldot be
used to mediate access tire firewall from untrusted networks. Authenticatiarsing
authsrv and challenge-response calculators should provide protection adequate for
authentication over untrusted network&inctionality, such ashe ability to remotely
managehe databasasing authmgr is providefdr convenience, and shoubtly beused
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after the administratonas carefullyconsidered the degree lafcal threat that is being
protectedagainst, and the security of thgstem from which management srformed. If
at all possible,the administrator androup administrator should use strong form of
authentication as their protocols, and not simple plaintext passwords.

Debugqing the Firewall Toolkit Components

When installingand testing thefirewall components, the administratshould
monitor thesystem log maintained by sysloglllany of the toolkit components are
designed to run undehroot,and assume thdhere is no othemeans of loggingrrors
and warnings, and leave diagnostic informatorty in the system log. Every effort has
been made to make the diagnostic messages helpful and self-explanatory.

System Upgrades and Management

Systems maintenance and managenaeatiocal policy decisionsput in general,
with a networkfirewall, “if it isn't broken, don'fix it” is the bestpolicy. As long as the
base platform that the bastibpst isrunning is reasonably stabtbere should be noeed
to perform a complete systempgrade.Generally,upgrades are performed either to fix
bugs in user applications, or to add new features. Since it is recommended firetalie
bastionhosthave nouser accounts on it, non-critical bugs don't require an upgrade. In
general, if thefirewall works when it is first installed, it should continue weork, and
there's no reason to interfere with it unless it suddenly ceases to work.

Managing the bastion host is a pimUNIX systems management problgmssibly
made even simpler e lack of useraccounts. Tools such as watchand COPSare
notincluded withthe firewall toolkit, butmight beworth installing toprovide warnings of
system problems or possible security breaks. Wwkit includes several scripts in
tools/admin/reportingvhich can be installed iorontab to generate automasigmmaries
of traffic through thefirewall. A typical way of installinghe software is to run waeekly
report of thefirewall's activity, which is emailed tthe administrator(s), andraghtly or
daily summary of security-related information.

Bugs and Problem Reporting

The firewall toolkit is intended to be laving body of software, with bufxes (and
possibly a few enhancements) being released periodically.bligais identified in a
component of the software, selanail to fwall-support@tis.com containing asnuch

3 Watcher is a tool that monitors a system and alerts the systems administrator in the event that disk
drives begin to fill up, or processes use too much CPU. Watcher can be FTPed from servers on the
Internet, such as gatekeeper.dec.cfpub/usenet/comp.sources.unix/volumell/watcher

4 COPS is a tool that scans a system for well-known security holes. While it's a reactive tool, and cannot
protect against unknown or new holes, it is useful as a sanity check. COPS can be FTPed from
gatekeeper.dec.corfpub/usenet/comp.sources.unix/volume21/cops

5 Fwall-supportis not a funded service - response to queries is on a “best effort” basis and may take a day
or two.
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detail as possiblabout the bugincluding how to duplicate it, if that is known. In the
event of a security-related bbging identified irthe firewall toolkit, the presence of a fix
will be announced on the internitewalls mailing list firewalls@greatcircle.conafter
known users are notified o subscribe to the firewall toolkit user's group mailing list, send
Email tofwall-users-request@tis.corilew functionality may periodically bedded to the
toolkit, in theform of new applications and proxfe€ontrary to thenormal evolution of

a software system, an efforilwbe made tolimit the adding of new functionality to the
existingsoftware baseynless it enhances security. Functiondittly its own sake reduces
security, and the firewall toolkit is, first and foremost, security software.

6 Contact fwtk-bugs if you have proxies or applications you wish to donate.
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